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Sony Pictures might have another cyber disaster on its hands. Or the same
hackers could still be silently leaking information from the film studio's servers.
That's what US security firm Taia Global has suggested, making a bold claim in
an already heated debate around the November atttacks.

The firm claimed it has evidence Russian hackers have been silently siphoning off
information from Sony's network for the last few months and may even be the
ones responsible for the catastrophic attacks in November, which the US blamed
on North Korea. The Russians may have just been working unwittingly alongside
the Guardians of Peace hackers, however, who were thought to have shut down
Sony for its role in the production of The Interview, a film that depicted the
assassination of North Korea leader Kim Jong-Un.

Though the data was passed to the company via a Ukraine-based hacker, Jeffrey
Carr, CEO of Taia, told Forbes he was "100 per cent certain" the information
was legitimate and that it’s highly likely the Russians are still on the Sony
network. The details of the apparent breach came from Yama Tough, thought to
be a previously-indicted online criminal, who was thrown out of the US having
been incarcerated in Washington State, according to Carr. The data included
emails from Sony staff and Excel files containing information on Sony
contractors.
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Analysis by Taia staff indicated the spreadsheets were not in the original dumps
by the so-called Guardians of Peace (GOP), whilst the two most recent emails
acquired by Carr were dated 14 January and 24 January, the CEO said. The
earliest dated from August 2014. One of the leaked documents was produced by
an employee of the cinema chain, who was contacted and confirmed the
legitimacy of the file, Carr noted. “The material is authentic - question then is
where it came from. It might be Yama Tough himself, but he’s denying that,” Carr
added, noting that he had full trust in his source, who he has known since 2011.

Yama Tough told Carr a Russian hacker who carried out “occasional contract
work for Russia’s Federal Security Service” was responsible and was now selling
access to Sony’s network. "This is all they do, they break into networks and they
steal data. And they do it for multiple companies and they never leave the
network… It is an ongoing breach,” Carr said.

He said he’d contacted Sony repeatedly but had not had a response. A
spokesperson for Sony told Forbes it had no comment.

Poster for The Interview - believed to be the reason North Korea hacked Sony Pictures
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The findings throw further doubt on US claims that North Korea was the sole
party responsible for taking control of Sony’s systems, shutting them down and
leaking gigabytes of data. But Taia’s report indicated that Sony might have just
been compromised by two or more groups at the same time. Given the poor state
of security at Sony Pictures, as revealed by the leaks, it would come as little
surprise if more than one hacker group had breached the company. Indeed, the
leaked files from last year showed how Sony had been successfully breached on at
least three occasions in 2014.

For Carr, the revelations of a Russian intrusion would only make it more difficult
for the US to blame North Korea. “That’s the takeaway: when you go into a breach
and you start assigning attribution, how do you differentiate from who else is in
there? If there’s no way to differentiate actors, how can you attribute them?”

North Korea has repeatedly denied the US attribution, though it's believed the
National Security Agency used its extensive surveillance over the global internet
to supply evidence to the FBI that the Asian state ordered the attacks. Little in the
way of evidence has been forthcoming from the US government, however.

Meanwhile, The Interview hits cinemas in the UK this week. Sony will be hoping
it can recoup the $15 million it confirmed it had spent on investigation and
remediation costs related to the November attacks.

This story will be updated as more information comes in...
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